Privacy and Data Processing Policy
Platform: https://cuenta.signum.academy/
Data Controller: Signum Academy, with legal address at Telliskivi 49-79, 10611 Tallinn, Estonia.
In compliance with the General Data Protection Regulation (GDPR) of the European Union and other applicable laws, this policy describes how we collect, process, store, and protect the personal data of users of our platform.

1. Data We Collect
We may process the following information:
· Registration data: Name, surname, email address, institutional affiliation.
· Academic data: Submitted manuscripts, peer reviews, publication metadata.
· Technical data: IP address, browser type, cookies.

2. Purpose of Processing
Data is used exclusively for:
· Managing manuscript submissions and peer review processes.
· Communicating editorial decisions and platform updates.
· Improving user experience and platform security.
Legal basis:
· Explicit consent (provided during registration or manuscript submission).
· Legitimate interest (for academic and operational purposes).

3. Data Storage and Security
· Data is stored on secure servers within the EU, with technical and organizational measures (encryption, restricted access).
· Retention period: Personal data is deleted after 5 years of inactivity, unless required by law or for academic preservation (e.g., published works).

4. Data Sharing with Third Parties
Data may be shared only with:
· Reviewers and editors (under confidentiality agreements).
· Service providers (hosting, editorial tools) with GDPR-compliant contracts.
· Public authorities, if legally required.
International transfers: No data is transferred outside the European Economic Area (EEA) without adequate safeguards.

5. Your Rights Under GDPR
You have the right to:
✅ Access, correct, or delete your data.
✅ Object to or restrict processing.
✅ Withdraw consent at any time.
✅ Request data portability to another controller.
How to exercise your rights:
Send a request to info@signum.academy with proof of identity. We will respond within 30 days.

6. Contact & Complaints
For questions or concerns:
· Data Protection Officer (DPO): info@signum.academy
· Supervisory Authority: Estonian Data Protection Inspectorate (www.aki.ee).

Last updated: 22 July 2025
This policy may be updated, with changes notified via platform or email.

Additional Notes:
· External links: Our platform may contain links to third-party sites, whose policies we do not control.

